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CHAPTER I: WATCHLISTING PROCESS AND PROCEDURES 

I. INTRODUCTION 

1.1 A key foundation for TERRORIST'-related screening is the U.S. Government's TERRORIST 
watchlisting process managed by the Terrorist Screening Center (TSC). The TSC was 
established by the Attorney General, acting through the Director of the Federal Bureau of 
Investigation (FBI), and in coordination with the Secretary of State, the Secretary of 
Homeland Security, and the then Director of Central Intelligence for the Intelligence 
Community (IC). The TSC is supported by the National Counterterrorism Center (NCTC), 
the Department of State (DOS), the Department of Homeland Security (DIIS), the IC, the FBI, 
Law Enforcement Agencies, Regulatory Agencies and Diplomatic Bureaus. The TSC has 
created and maintains the Terrorist Screening Database (TSDB) or Terrorist Watchlist to serve 
as the U.S. Government's consolidated watchlist for TERRORISM SCREENING INFORMATION. 

1.2 The current TERRORIST watchlisting process supports the U.S. Government's efforts to combat 
TERRORISM by: ( 1 ) consolidating the U.S. Government's Terrorist Watchlist in the TSDB; (2) 
helping SCREENERS and intelligence agencies accurately identify individuals on the Terrorist 
Watchlist; (3) providing SCREENERS with information to help them respond appropriately 
during ENCOUNTERS with KNOWN or SUSPECTED TERRORISTS; and, (4) subsequently collecting 
information about the KNOWN or SUSPECTED TERRORIST for use in assessing threats and 
conducting investigations.2 The collected information may be incorporated into the Terrorist 
Identities Datamart Environment (TIDE) and TSDB to enhance the records of KNOWN or 
SUSPECTED TERRORISTS and may be made available to the wider watchlisting and screening 
communities. Today, the TSDB also includes information about certain foreign nationals who 
are associated with TERRORISM, TERRORIST ACTIVITY, or KNOWN or SUSPECTED TERRORIST(S) 
but for whom there is insufficient DEROGATORY INFORMATION to be independently 
watchlisted. This may include certain immediate family members of KNOWN or SUSPECTED 
TERRORISTS, or known associates of KNOWN or SUSPECTED TERRORISTS. These additional 
categories of records (also known as exceptions to the REASONABLE SUSPICION standard) are 
maintained to support immigration and screening activities primarily conducted by DOS and 
DHS.3 

' See Appendix 1, Definitions for words or phrases appearing in all capitalized letters throughout this Watchlisting 
Guidance. 
2 A SCREENF.R is a Department or Agency that is authorized to conduct TERRORISM screening to determine if an 
individual is a possible match to a KNOWN or SUSPECTED TERRORIST in the TSDB. The term "SCRF.ENER" is used 
throughout this document as a general reference to a government official who compares an individual 's information 
with information in the TSDB to determine if an individual is in the TSDB. Certain SCREENERS have components 
which perform both screening and law enforcement duties and law enforcement officials who engage in such activities 
may normally describe their targeting or other actions in this context as other than "screening." For ease of reference, 
government officials who compare an individual 's information with information in the TSDB will be referred to in the 
Guidance as "SCREENERS." The internal guidance set forth herein is not intended to create or confer any rights, 
privileges, or benefits in any matter, case, or proceeding. See United Stales v. Caceres, 440 U.S. 741. 

See Chapter 3, Section V, infra, for more details. Aside from these limited exceptions, references to the TSDB in this 
Watchlisting Guidance denote the TSDB as containing information about KNOWN or SUSPECTED TERRORISTS. 
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1.3 This Watchlisting Guidance has been developed to help standardize the watchlisting 
community's nomination and screening processes. It is important to remember, however, that 
watchlisting is not an exact science. There are inherent limitations in any primarily name-
based system and analytic judgments may differ regarding whether subjective criteria have 
been met. Given these realities, the U.S. Government's watchlisting process attempts to 
safeguard the American people from a TERRORIST attack while safeguarding privacy, civil 
rights and civil liberties. 

1.4 Thus, when reasonable minds could disagree on a record, a NOMINATOR will make a 
determination in favor of sending the nomination to NCTC for consideration and additional 
review. The TSC has the final decision authority regarding watchlisting determinations and 
will add an individual's name to the TSDB, consistent with TSC Actions and Processes as 
further described in Paragraph 1.56. 

II. WATCHLISTING AUTHORITIES 

1.5 On September 16, 2003, the President issued Homeland Security Presidential Directive 6 
(HSPD-6), which directed the Attorney General to "establish an organization to consolidate 
the U.S. Government's approach to TERRORISM SCREENING and provide for the appropriate 
and lawful use of TERRORIST INFORMATION in screening processes."4 TERRORIST 
INFORMATION was specifically defined to mean "information about individuals known or 
appropriately suspected to be or have been engaged in conduct constituting, in preparation for, 
in aid of, or related to TERRORISM." HSPD-6 also directed the heads of Executive 
Departments and Agencies to provide to NCTC on an on-going basis, "all appropriate 
TERRORIST INFORMATION in their possession, custody, or control," to the extent permitted by 
law. 

1.6 The intent of HSPD-6 was to consolidate all TERRORISM INFORMATION at the Terrorist Threat 
Integration Center (TTIC) - whose functions were assumed by NCTC^ - in a classified 
database that would then extract Unclassified, For Official Use Only (U//FOUO) TERRORIST 
IDENTIFIERS for passage to the new organization created by the Attorney General. Thus, 
concurrent with the issuance of HSPD-6, the TSC was established via the Memorandum of 
Understanding on the Integration and Use of Screening Information to Protect Against 
Terrorism {TSC MOU), which was signed by the Attorney General, the Secretaries of State 
and Homeland Security, and the Director of Central Intelligence (on behalf of the IC).6 

4 See Appendix 2, HSPD-6. 
5 See FN 8, infra. 
" See Appendix 3, TSC MOU\ see also Appendix 4, Addendum B to the TSC MOU. In 2004, the Secretaries of State, 
Treasury, and Defense also became signatories to the Memorandum of Understanding between the Intelligence 
Community, Federal Law Enforcement Agencies, and the Department of Homeland Security Concerning Information 
Sharing, dated March 4, 2003 (Information Sharing MOU). Hy doing so, they agreed that all provisions of the TSC 
MOU and the Information Sharing MOU apply to all entities that are or become a part of their respective Departments. 
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1.7 Under HSPD-6, consistent with the U.S. Constitution and applicable laws, including those 
protecting the rights of all Americans, the TSC was to develop and maintain an unclassified 
database containing the most thorough, accurate, and current identity information possible 
about KNOWN or SUSPECTED TERRORISTS. The TSC created the TSDB to meet these goals.7 

The TSDB is also known as the Terrorist Watchlist. The TSDB receives TERRORIST 
IDENTIFIERS from two sources: NCTC's TIDE provides information concerning KNOWN or 
SUSPECTED international TERRORISTS and the TSC's Terrorist Review and Examinations Unit 
(TREX) provides the identities of KNOWN or SUSPECTED domestic TERRORISTS who have no 
link to international TERRORISM. NCTC's TIDE contains identifying and substantive 
DEROGATORY INFORMATION on KNOWN or SUSPECTED international TERRORISTS and the FBI's 
Sentinel system contains supporting information regarding purely domestic TERRORISTS. 

1.8 Pursuant to Paragraph (2) of HSPD-6, the NCTC is mandated to "provide [TSC] with access 
to all appropriate information or intelligence in the [NCTC's] custody, possession, or control 
that [TSC] requires to perform its functions." NCTC fulfills this function by providing TSC's 
TSDB with U//FOUO information about KNOWN or SUSPECTED TERRORISTS from NCTC's 
TIDE and by providing access to TIDE Online, a read-only copy of the TIDE database, to 
those in the watchlisting community who require access. 

1.9 NCTC's establishment by the President was codified by section 1021 of the Intelligence 
Reform and Terrorism Prevention Act of 2004 (IRTPA).8 Pursuant to IRTPA, NCTC shall 
"serve as the central and shared knowledge bank on KNOWN and SUSPECTED TERRORISTS and 
international terror groups." In addition, NCTC "may, consistent with applicable law, the 
direction of the President, and guidelines referred to in [the statute], receive intelligence 
pertaining exclusively to domestic counterterrorism from any Federal, State, or local 
government or other source necessary to fulfill its responsibilities and retain and disseminate 
such intelligence."9 

1 . 9 . 1 All Departments and Agencies arc required to provide NCTC with all TERRORISM 

INFORMATION. Due to the amount of information involved, only a subset of this 
information is provided in the NCTC prescribed format designed to facilitate direct 
ingestion into the TIDE. N O M I N A T I N G DEPARTMENTS and AGENCIES, however, should 
remain focused on reviewing and watchlisting TERRORISM INFORMATION from datasets 
most likely to contain information about K N O W N or SUSPECTED TERRORISTS. 

Addendum B to the TSC MOV, which superseded Addendum A, incorporates by reference all provisions of the 
Information Sharing MOU. See Appendix 5. 
7 The TSDB consolidates the U.S. Government's TERRORISM screening and lookout databases into a single integrated 
TERRORIST identities database. 
8 NCTC initially was created by Executive Order 13354 (August 27, 2004) to serve as the primary organization in the 
U.S. Government for analyzing and integrating all intelligence possessed or acquired by the U.S. Government 
pertaining to TERRORISM and counterterrorism, excepting purely domestic counterterrorism information. Executive 
Order 13354 was revoked by Executive Order 13470 (July 30, 2008) after NCTC was codified in IRTPA section 1021. 
9 In addition to the provision of domestic KNOWN or SUSPECTED TERRORISTS directly to the TSC, the TSC's TREX unit 
also provides the identities of international KNOWN or SUSPECTED TERRORISTS to NCTC for inclusion in TIDE. 
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1.10 On August 27, 2004, the President issued Homeland Security Presidential Directive 11 
(HSPD-11), which "builds upon HSPD-6," to enhance TERRORLST-related screening to more 
effectively detect and interdict SUSPECTED TERRORISTS and TERRORIST ACTIVITIES. HSPD-11 
defines "SUSPECTED TERRORISTS" as "individuals known or reasonably suspected to be or have 
been engaged in conduct constituting, in preparation for, in aid of, or related to TERRORISM . . . 
a n d TERRORIST ACTIVITIES." 

1.11 To enhance information sharing, another key component of the consolidated terrorist 
watchlisting system, the President issued Executive Order 13388, which provides that the 
head of each Agency that possesses or acquires TERRORISM INFORMATION shall promptly give 
access to that information to the head of cach other Agency that has counterterrorism 
functions.10 

1.12 On June 5, 2008, the President issued Homeland Security Presidential Directive 24 (HSPD-
24) to further build upon the TERRORIST screening policies announced in HSPD-6 and HSPD-
I I to protect the nation from TERRORISTS by enhancing the use of biometrics. In HSPD-24, 
the President directed that ". . . agencies, shall, to the fullest extent permitted by law, make 
available to other agencies all biomctric and associated biographic and contextual information 
associated with persons for whom there is an articulable and reasonable basis for suspicion 
that they pose a threat to national security (emphasis added). HSPD-24 underscores the 
value of biometrics in achieving effective TERRORISM screening and emphasizes the need for a 
layered approach to identification and screening of individuals, as no single mechanism is 
sufficient. 

1.13 The relevant TERRORISM screening Presidential Directives use words and phrases to describe a 
KNOWN or SUSPECTED TERRORIST subject to TERRORIST screening without defining them: 
"TERRORIST INFORMATION" (HSPD-6), "TERRORISM" (HSPD-6), "appropriately suspected" 
(HSPD-6), "reasonably suspected" (HSPD-11), and "articulable and reasonable basis for 
suspicion" (HSPD-24). Thus, previous watchlisting guidance supplied definitions of key 
terms and the standard that would apply to terrorist watchlisting decisions. 

1.14 Neither HSPD-6 nor HSPD-11 defines "TERRORISM and/or TERRORIST ACTIVITIES." While 
federal law contains numerous definitions of "terrorism" " , for watchlisting purposes under 
this Guidance, "TERRORISM and/or TERRORIST ACTIVITIES" combine elements from various 
federal definitions and are considered to: 

1.14.1 involve violent acts or acts dangerous to human life, property, or infrastructure 

10 See Appendix 6, Executive Order 13388. 
11 See 50 U.S.C. 1801(c) (Foreign Intelligence Surveillance Act (FISA) definition of "international terrorism"); 
Immigration and Nationality Act (INA) § 2l2(a)(3)(B)(iii) [8 U.S.C. 1182(a)(3)(B)(iii)] (defining "terrorist activity"); 
INA § 212(a)(3)(B)(iv) [8 U.S.C. 1182(a)(3)(B)(iv)] (defining to "engage in terrorist activity"); 18 U.S.C. 2331(1) 
(defining "international terrorism"); 18 U.S.C. 2332(b) (defining "federal crime of terrorism"); Executive Order 13224, 
66 Fed. Reg. 49079 (September 23, 2001) (defining "terrorism"). 
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which may be a violation of U.S. law, or may have been, if those acts were committed in 
the United States; and, 

1.14.2 appear to be intended— 

1.14.2.1 to intimidate or coerce a civilian population; 

1.14.2.2 to influence the policy of a government by intimidation or coercion; or, 

1.14.2.3 to affect the conduct of a government by mass destruction, assassination, 
kidnapping, or hostage-taking. 

1.15 This includes activities that facilitate or support TERRORISM and/or TERRORIST ACTIVITIES such 
as providing a safe house, transportation, communications, funds, transfer of funds or other 
material benefit, false documentation or identification, weapons (including chemical, 
biological, or radiological weapons), explosives, or training for the commission of an act of 
TERRORISM and/or TERRORIST ACTIVITY. 

1.16 HSPD-24 speaks in terms of "articulable and reasonable basis for suspicion" to describe a 
KNOWN or SUSPECTED TERRORIST who should be watchlistcd and represents the President's 
most recent explanation concerning U.S. policy regarding the individuals who pose a threat to 
national security and should be screened to better protect the American people. Accordingly, 
that standard has been adopted and is clarified in this Watchlisting Guidance in Chapter 3, 
Section II. 

1.17 On December 16, 2005, in accordance with section 1016 of IRTPA, the President issued a 
Memorandum for the Heads of Executive Departments and Agencies prescribing the 
guidelines and requirements in support of the creation and implementation of the Information 
Sharing Environment (ISE). In Guideline 5 of that Memorandum, the President directed, as 
he had earlier in Executive Order 13353 '2, that the information privacy rights and other legal 
rights of Americans must be protected and that guidelines be developed and approved to 
ensure that "such rights are protected in the development and use of the ISE." In December 
2006, the President approved for issuance the ISE Privacy Guidelines by the Program 
Manager.13 

1.18 A second addendum to the TSC MOV, Addendum B l4, which supplements and incorporates 
by reference all provisions of the TSC MOU, superseded Addendum A and became effective 
on January 18, 2007. The Directors of National Intelligence, NCTC, and the TSC joined as 
signatories in Addendum B. Paragraph 7 of Addendum B introduces the term TERRORIST 
IDENTIFIERS to more clearly describe the type of TERRORIST identity elements that are deemed 

12 See Executive Order 13353, Establishing the President's Board on Safeguarding Americans' Civil Liberties (August 
27, 2004). 
13 See Guidelines to Ensure that Information Privacy and other Legal Rights of Americans are Protected in the 
Development and Use of the Information Sharing Environment (December, 2006). 
14 See Appendix 4, Addendum B to the TSC MOU. 
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U//FOUO, without regard to the classification of the source material from which it is drawn. 
TERRORIST IDENTIFIERS include those listed in Addendum B (i.e., names and aliases; dates of 
birth; places of birth; unique identifying numbers; passport information; countries of origin 
and nationality; physical identifiers; known locations; photographs or renderings; fingerprints 
or other biometric data; employment data; license plate numbers; and any other TERRORIST 
IDENTIFIERS that ORIGINATORS specifically provide for passage to the TSC). For example, 
email addresses and phone numbers are increasingly useful for screening purposes. 
ORIGINATORS should mark email addresses and phone numbers as U//FOUO whenever 
possible and pass these TERRORIST IDENTIFIERS to NCTC to forward to the TSC for inclusion 
in TSDB. ORIGINATORS are encouraged to provide all relevant and unclassified information, 
to include social media information when appropriate. 

III. CONSTITUTIONALLY PROTECTED ACTIVITIES 

1.19 First Amendment. First Amendment protected activity alone shall not be the basis for 
nominating an individual for inclusion on the Terrorist Watchlist.15 The following arc 
examples of protected Constitutional activities: 

1.19.1 Free Speech. The exercise of free speech, guaranteed by the U.S. Constitution, 
includes more than simply speaking on a controversial topic in the town square. It 
includes such symbolic or other written, oral and expressive activities as carrying 
placards in a parade, sending letters to a newspaper editor, wearing a tee shirt with a 
political message, placing a bumper sticker critical of the President on one's car, and 
publishing books or articles. The common thread in these examples is conveying a 
public message or an idea through words or deeds. Speech that may be repugnant to 
ideas of the majority may still be protected by the U.S. Constitution. For the purpose of 
this Watchlisting Guidance, the right of protected free speech under the U.S. 
Constitution applies to U.S. PERSONS wherever they are located and to non- U.S. PERSONS 
located inside the United States. The right of protected free speech, however, is not 
unlimited and may not extend to some lawless action. 

1.19.2 Exercise of Religion. The free exercise of religion covcrs any form of worship of a 
deity - even forms that are not widely known or practiccd - as well as the right not to 
worship any deity. Protected religious exercise also extends to dress that is worn or food 
that is eaten for a religious purpose, attendance at a facility used for religious practice, 
observance of the Sabbath, raising money for evangelical or missionary purposes, and 
proselytizing. 

1.19.3 Freedom of the Press. Freedom of the press includes such matters as reasonable 
access to news-making events, the making of documentaries, and the posting of "blogs." 

15 The First Amendment does not apply to non-u.S. PERSONS outside the United States. Before submitting nominations, 
NOMINATORS may consult with their Department or Agency counsel to determine whether a specific person is a U.S. 
PERSON and whether the questioned activity is entitled to First Amendment protection. 
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1.19.4 Freedom of Peaceful Assembly. Freedom of peaceful assembly, often called the 
right to freedom of association, includes gathering with others to protest government 
action, or to rally or demonstrate in favor of, or in opposition to, a social cause. The 
right to peaceful assembly includes more than just public demonstrations - it includes, 
as well, the posting of group websites on the Internet, recruiting others to a lawful cause, 
marketing a message, and fundraising, which all are protected First Amendment 
activities if they are conducted in support of an organizational, political, religious, or 
social cause. 

1.19.5 Petition the Government for Redress of Grievances. The right to petition the 
government for redress of grievances includes, for example, writing letters to Congress, 
carrying a placard outside the city hall that delivers a political message, recruiting others 
to one's cause, and lobbying Congress or an Executive Agency for a particular result. 

1.20 Equal Protection. The Equal Protection Clause of the U.S. Constitution provides in part that: 
"No State shall make or enforce any law which shall ... deny to any person within its 
jurisdiction the equal protection of the laws." The U.S. Supreme Court has made it clear that 
this applies as well to the official acts of U.S. Government personnel. Nominations, therefore, 
shall not be based solely on race, ethnicity, national origin, or religious affiliation. Any 
activities relating to this Guidance that are based solely on such considerations are invidious 
by definition, and therefore, unconstitutional. 

IV. WATCHLISTING POLICIES 

1.21 Watchlisting Disclosures. The general policy of the U.S. Government is to neither confirm 
nor deny an individual's watchlist status. In addition to the provisions in Addendum B to the 
TSC MOU, which require NOMINATOR approval before TSDB information can be used in any 
process that might result in public disclosure, the 2007 Memorandum of Understanding on 
Terrorist Watchlist Redress Procedures (Redress MOU)16 requires SCREENERS lo contact the 
TSC if it receives a request for information or records that might reveal an individual's 
watchlist status. Approval would also be required from any entity which provided 
information used by a NOMINATOR during a nomination. Per the Redress MOU, ORIGINATING 
and NOMINATING AGENCIES are obligated to support SCREENER determinations - both at the 
administrative level and in litigation - and provide appropriate information, including 
unclassified substitutes as necessary. TSC, in conjunction with NCTC, the NOMINATORS, and 
the Department of Justice (DOJ), as appropriate, will ensure that representations regarding an 
individual's potential watchlist status are properly coordinated and approved. 

1.22 Legal or Use Restrictions. Because information in the TSDB comes overwhelmingly from 
intelligence sources and methods or sensitive law enforcement techniques, Paragraph 12 of 

16 See Appendix 8, Redress MOU. 
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Addendum B to the TSC MOU1' requires that any recipient of information from the TSDB 
seeking to use TERRORIST identity information in any legal or administrative process or 
proceeding obtain NOMINATOR approval before doing so. Approval from the entity which 
provided the information, if other than the NOMINATOR, is also required. Additionally, 
information from Foreign Intelligence Surveillance Act (F1SA) collections may only be used 
in a proceeding with the advance authorization of the Attorney General. Therefore, any 
SCREENER seeking to use TSDB information in any process or proceeding must contact TSC 
so that TSC can assist in obtaining approval from the NOMINATOR, owner of the information, 
or Attorney General, as required. 

1.23 In addition to the foregoing restrictions, there are restrictions on sharing information with 
foreign governments. Any TERRORIST IDENTIFIER (as described in Addendum B to the TSC 
MOU) will be deemed U//FOUO and shared with the watchlisting community and foreign 
governments for watchlisting purposes pursuant to the terms of the TSC MOU. Accordingly, 
NOMINA TORS should include, as appropriate, TERRORIST IDENTIFIERS in documents that contain 
non-releasable warnings (e.g., a report is not releasable to xxx/yyy/zzz countries), unless the 
TERRORIST IDENTIFIERS are restricted by some other authority that limits dissemination. If U.S. 
PERSON information is otherwise authorized for release to the foreign government, the non-
releasable warning is disabled to allow dissemination of the information. 

V. WATCHLISTING STANDARD: IDENTIFYING AND SUBSTANTIVE 
DEROGATORY CRITERIA 

1.24 Before a KNOWN or SUSPECTED TERRORIST is added to the Terrorist Watchlist, TSC reviews 
the nomination to determine whether it meets the following minimum identifying criteria and 
minimum substantive derogatory criteria for inclusion in the TSDB. 

1.24.1 Minimum Identifying Criteria. Each nomination must contain minimum 
identifying criteria for inclusion into the TSDB. Without this minimum identifying data, 
the nomination is not eligible for inclusion into the TSDB, or any of the TSC's 
supported systems. Chapter 2 sets forth guidance regarding both the minimum 
identifying biometric and biographic criteria for inclusion into the TSDB. Although 
TIDE accepts records containing less than these minimum criteria, such records will not 
be exported either to the TSDB for watchlisting or to the various supported systems used 
by the SCREENERS absent an exception described in the Watchlisting Guidance. 

1.24.2 Minimum Substantive Derogatory Criteria. In addition to the minimum 
identifying criteria, nominations to the TSDB are accepted based on a REASONABLE 
SUSPICION that the individual is a KNOWN or SUSPECTED TERRORIST derived from the 

17 See Appendix 4, Addendum B to the TSC MOU. 
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totality of the information reviewed for nomination.18 To demonstrate that the 
nomination has sufficient indicia of reliability to support this REASONABLE SUSPICION 

determination, NOMINATING AGENCIES should implement processes designed to ensure 
that nominations are free from errors, that recalled or revised information is reviewed 
regularly, and that necessary corrections to nominations based on those 
revisions/retractions are made. NOMINATING AGENCIES should, to the extent possible 
given the nature of the reporting, verify the accuracy and reliability of the information 
included in nominations, in some cases, the NOMINATING AGENCY may not be able to 
evaluate the reliability of the information received; however, in such situations, the 
NOMINATING AGENCY can ensure that the information provided is an accurate 
representation of the information obtained. Chapter 3 sets forth further guidance 
regarding the application of the REASONABLE SUSPICION standard to TSDB nominations. 

VI. WATCHLISTING PROCESS OVERVIEW 

1.25 The authorities referenced in Section II of this Chapter created the framework for the 
watchlisting enterprise by combining various functions of existing government entities and 
joining them to new organizations with counterterrorism responsibilities. The resulting 
watchlisting enterprise consists of ORIGINATORS, NOMINATORS, AGGREGATORS, SCREENERS 

and encountering agencies that are supported by the community-wide collection, nomination, 
and consolidation processes. 

1.26 O R I G I N A T O R S , N O M I N A T O R S , A G G R E G A T O R S , a n d S C R E E N E R S . All Executive Departments 
and Agencies have responsibility for collecting, collating, and sharing TERRORISM 

INFORMATION to support the watchlisting process. They are called ORIGINATORS because they 
initially collect and identify information supporting the conclusion that an individual is a 
KNOWN or SUSPECTED TERRORIST. An ORIGINATOR is the Department or Agency that has 
appropriate subject matter interest and classification authority and collects TERRORISM 

INFORMATION {i.e., raw information) and disseminates it or TERRORIST IDENTIFIERS to other 
U.S. Government entities via an intelligence report (i.e., finished intelligence) or other 
mechanism. In general, when an ORIGINATOR has identified international TERRORISM 

INFORMATION and determines that information should be provided to NCTC, the ORIGINATOR 

takes on the NOMINATOR role. A NOMINATOR is a Federal Department or Agency that has 
information to indicate that an individual meets the criteria for a KNOWN or SUSPECTED 

TERRORIST and nominates that individual to TIDE and the TSDB based on information that 
originated with that Agency. 

1.27 While all NOMINATORS have the duty of upholding informational standards, the NCTC and 
TSC are distinctly responsible for ensuring data quality and the integrity of their respective 
repositories. NCTC and TSC are themselves potential NOMINATORS. Analysts from the 

18 P lease note that there are a lso cer tain excep t ions to the m i n i m u m biographic in fo rmat ion and m i n i m u m subs tan t ive 
deroga tory cr i ter ia required for Ter ror i s t Watchl i s t nomina t i ons that suppor t immigra t ion and v isa sc reen ing act ivi t ies 
conduc ted by D H S and D O S . See Chap te r 2, Sect ion 111 and Chap te r 3, Sect ion V. 
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NCTC may discover an individual who is eligible for watchlisting while reviewing all-source 
information. In these cases, NCTC analysts will request that the ORIGINATOR submit a 
nomination for inclusion into TIDE; or, on a limited basis or during exigent circumstances, 
NCTC analysts may update TIDE directly with a disseminated report and noticc to the 
ORIGINATOR(S ) . In instances where disseminated reporting is used to enhance TIDE, NCTC 
will provide notice back to the collecting agency via TIDE. TSC may also nominate 
TERRORISM INFORMATION received pursuant to TERRORISM screening conducted by foreign 
governments. 

1.28 NCTC and I SC are responsible for reviewing both newly nominated individuals, as well as 
subsets of existing records, to determine if additional and/or enhancement (research) is 
required to locate missing information critical to the watchlisting process. In some cases, this 
will require research to locate additional DEROGATORY INFORMATION to meet the minimum 
substantive derogatory criteria for watchlisting. In other cases, this will require research to 
locate additional biographic or biometric identifiers, in order to provide a comprehensive 
record maximizing the probability of confirming a POSITIVE MATCH to an identity contained in 
the TSDB. 

1.29 AGGREGATORS are those who receive and hold TERRORISM INFORMA H O N and certain other 
non-TERRORLSM INFORMATION they are authorized to receive and retain. For example, two of 
NCTC's main statutory missions are to serve as the (1) central and shared knowledge bank on 
KNOWN or SUSPECTED TERRORISTS and (2) primary organization in the U.S. Government for 
analyzing and integrating all intelligence information possessed or acquired by the U.S. 
Government pertaining to TERRORISM and counterterrorism.19 

1.30 TSC takes on the role of an AGGREGATOR when a KNOWN or SUSPECTED TERRORIST is 
encountered and the individual's record is enhanced or updated with ENCOUNTER-related 
information. As noted in Paragraphs 1.1 and 1.7, the TSC manages the watchlisting process 
and plays a key role in helping Departments and Agencies determine whether an ENCOUNTER 

with a member of the public is one with a KNOWN or SUSPECTED TERRORIST. Additional 
TERRORISM INFORMATION or TERRORIST IDENTIFIERS are generated during ENCOUNTERS and the 
Encounter Management Application (EMA)20 uses that information to update records of 
KNOWN o r SUSPECTED TERRORISTS. 

1 .31 SCREENERS vet against the TSDB to determine if an individual is a possible match to a KNOWN 

or SUSPECTED TERRORIST in the TSDB. SCREENERS can include federal, state, local, tribal, 
territorial, or foreign governments and certain private entities. Screening officials include 
homeland security officers, consular affairs officers, transportation safety personnel, and 
officials of foreign governments with whom the United States has entered into a TERRORISM 

SCREENING INFORMATION sharing agreement pursuant to HSPD-6. Certain Departments and 
Agencies have components which perform both screening and law enforcement duties. If a 

" S e e 50 U.S .C. §404o. 
30 E M A is an applicat ion used by the T S C to adminis ter ENCOUNTER informat ion. 
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SCREENER believes an individual may be on the Watchlist, the screener contacts the TSC's 
Terrorist Screening Operations Center (TSOC). The TSOC will determine whether the 
individual the SCREENER has encountered is, in fact, a POSITIVE MATCH to the individual who 
is on the Terrorist Watchlist. The TSOC may also notify the FBI's Counterterrorism Division 
(CTD) that there has been a positive E N C O U N T E R with a watchlistcd subject. TSC's Terrorist 
Screening Operations Unit (TSOU) coordinates the appropriate operational response to the 
E N C O U N T E R . Based on the TERRORISM INFORMATION made available by the ORIGINATING 

A G E N C Y , the SCREENER will take action based upon its specific authorities (e.g., requiring 
additional screening at an airport checkpoint, denying a visa application, determining 
admissibility into the United States) and follow appropriate ENCOUNTER procedures, as set 
forth in Chapter 5. 

1.32 Collection, Nomination, Consolidation and the Use of the Terrorist Watchlist to Perform 
Screening Processes. The following is a chart depicting the collection, TERRORIST 

nomination, consolidation and screening processes: 
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1.33 The arrows fade inside the TSDB cylinder because not every nomination from NCTC (for 
international TERRORISM) or the FBI (for domestic TERRORISM) is exported from the TSDB to 
SCREENERS (represented by the multi-colored blocks at the far right of the chart).21 For 
example, certain categories of individuals that do not meet the minimum identifying criteria 
(,see Chapter 2, Section II) or the REASONABLE SUSPICION standard (see Chapter 3, Section II) 
can be watchlisted to support immigration and visa screening activities by DHS and DOS (see 
Chapter 3, Section V) but are not exported to state/local/tribal SCREENERS or foreign partners. 
Similarly, when ORIGINATORS provide FRAGMENTARY INFORMATION to NCTC for inclusion in 
TIDE, such information will not be exported from TIDE to the TSDB, unless the NOMINATING 
AGENCY believes there is REASONABLE SUSPICION to believe that the individual is a KNOWN or 
SUSPECTED TERRORIST. FRAGMENTARY INFORMATION is provided to NCTC where it can be 
further analyzed, connected to existing information, and added to TIDE for export to TSDB 
because NCTC, and not individual ORIGINATORS, has access to all the information available to 
the U.S. Government on a KNOWN or SUSPECTED TERRORIST. 

VII. ROLES AND RESPONSIBILITES FOR THE WATCHLISTING AND SCREENING 
COMMUNITY 

1.34 Delineation of roles and responsibilities of NOMINATING AGENCIES, SCREENERS, NC TC, and 
the TSC is critical to provide for an effective and efficient integrated Terrorist Watchlist 
enterprise. While IISPD-6 describes the broad mandate of developing an integrated watchlist 
system, and the TSC MOU provides a level of detail needed to fulfill that mandate, further 
clarification is required to ensure there are neither gaps in the nomination process, nor 
wasteful redundancies. 

1.35 Pursuant to USPD-6, Departments and Agencies in the Executive Branch are required, to the 
extent permitted by law, to provide TERRORIST INFORMATION to NCTC. This process will be 
accomplished either through direct nomination to NCTC, or through a specific component 
designated by a Federal Department or Agency head for doing so (e.g., all DOJ components 
are directed to nominate through the FBI; DHS Intelligence and Analysis (l&A) has oversight 
responsibility for all DHS nominations). Except as detailed in the sections applicable to 
expedited nominations (see Paragraphs 1.58 and 1.59), NOMINATING AGENCIES will endeavor 
to provide comprehensive nominations and include the maximum amount of identifying and 
DEROGATORY INFORMATION.22 NOMINATING DEPARTMENTS AND AGENCIES should prioritize 

? l The Terrorist Screening Database Annex D to the FBI Memorandum of Understanding with Department of Defense 
(DoD), signed February 22, 2012, established DoD as a screening agency customer of the TSC. The dashed line in the 
latter chart represents that DoD is finalizing procedures to receive and use information from the TSDB for its screening 
processes. 
22 In May 2010, the Deputies asked that NOMINATING AGENCIES "ensure that nominations are comprehensive and 
include the maximum amount of identifying and DEROGATORY INFORMATION." In 2012, the Interagency Policy 
Committee (IPC), in coordination with NOMINATORS, SCREENERS, NCTC and TSC, developed a prioritized list of data 
identifiers that arc critical to screening and identity resolution activities. This Identity Resolution and Enhancement 
Tiers document is available on NCTC's Watchlisting Community of Interest portal on the Joint Worldwide Intelligence 
Communications System (JWICS). 

UNCLASSIFIED//FOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION 

Page I 16 



UNCLASSJFIED//FOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION 

the identification of new KNOWN or SUSPECTED TERRORISTS who meet the REASONABLE 

SUSPICION standard, along with the identifying and DEROGATORY INFORMATION most useful to 
watchlisting, and screening effort, as well as assisting in identity resolution. 

1.36 Each Department or Agency that nominates a KNOWN or SUSPECTED TERRORIST to NCTC for 
watchlisting is under a continuing obligation to provide NCTC with newly identified 
DEROGATORY INFORMATION or exculpatory information obtained by that Department or 
Agency. Each Department or Agency also has the responsibility to provide NCTC with newly 
identified identifying and DEROGATORY INFORMATION obtained from their Department or 
Agency, regardless if they were the original NOMINATING AGENCY. 

1.37 With the noted exception of the Visa Viper Program, Departments and Agencies should not 
nominate KNOWN or SUSPECTED TERRORISTS to NCTC based on information that they do not 
originate without first coordinating with the ORIGINATOR. 

VIII. QUALITY CONTROL MEASURES 

1.38 In order to produce and maintain the most reliable and accurate information in TIDE, TSDB, 
and screening databases, quality control is considered a responsibility of all entities. 
NOMINATING DEPARTMENTS A N D AGENCIES must establish and maintain processes, including 
appropriate training and guidance, to ensure information transmitted to NCTC is consistent 
with the source of the information. 

1.39 HSPD-6 Requirements. 1ISPD-6 requires the TSC to maintain thorough, accurate, and 
current information concerning KNOWN or SUSPECTED TERRORISTS. For watchlisting purposes, 
"current" means information that the NOMINATING AGENCY reasonably believes is valid and 
accurate. The requirement that information be current does not necessarily preclude 
information that is several years old from being included in the TSDB if there is no reason to 
believe the information may have changed (e.g., information regarding an individual's date of 
birth or TERRORIST ACTIVITY was collected 20 years ago but has not been superseded by 
additional information is still relevant). NOMINATORS should consider the date of the 
DEROGATORY INFORMATION in the context of analyzing the overall quality of the data, as well 
as the severity of the threat, to determine whether the individual warrants watchlisting. The 
date of the DEROGATORY INFORMATION may refer to both the date the information is collected 
(such as a report that was collected 50 years ago) as well as the date of the information that is 
referenced in the reporting (such as a recent report that references an event that occurred 50 
years ago). 

1.40 TSC MOV Obligations. Paragraph 15 of the TSC MOU provides that the TSC "will 
determine, according to criteria established jointly with the entity responsible for each 
supported system, which supported screening processes will query that entry in the 
consolidated TERRORIST screening database." Pursuant to that paragraph, the TSC is required 
to "make these determinations based on criteria and procedures developed in coordination 
with the Parties to this Memorandum and in consultation with the heads of appropriate Federal 
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Departments and Agencies based on factors, including but not limited to, the following: 

1.40.1 t h e n a t u r e o f t h e p e r s o n ' s a s s o c i a t i o n w i t h TERRORISM; 

1.40.2 the quality of the data, including credibility, reliability, and extent of 
corroboration; and, 

• • • • 9*1 
1.40.3 the extent of uniquely identifying data.. . . " 

1.41 Provide Guidance and Training. Each Agency will provide guidance on the watchlisting 
business process. Analysts will receive periodic refresher training, as needed. 

1.42 N O M I N A T I N G A G E N C Y Procedures. Each N O M I N A T O R providing international TERRORIST 

watchlisting nominations to NCTC is responsible for the accuracy of its information and has a 
continuing responsibility to notify NCTC of any changes that affect the validity or reliability 
of such information.24 NCTC analysts will review each nomination for TERRORIST 

watchlisting prior to its inclusion into TIDE and its export to the TSDB. 

1.43 Each N O M I N A T I N G A G E N C Y should implement processes designed to ensure that nominations 
are free from errors, that recalled or revised information is reviewed regularly, and that 
necessary corrections to nominations based on those revisions/retractions are made. 
N O M I N A T I N G AGENCIES should, to the extent possible given the nature of the reporting, verify 
the accuracy and reliability of the information included in nominations. The following 
represents the type of processes that each N O M I N A T I N G A G E N C Y shall develop that arc tailored 
to each Agency's particular mission and operational environment: 

1.43.1 Develop Adequate Factual Predicate. Each N O M I N A T I N G A G E N C Y will seek to 
obtain as much DEROGATORY INFORMATION and identifying information as practicable 
concerning the K N O W N or SUSPECTED TERRORIST who is being nominated. 

1.43.2 Provide Guidance and Training. Each N O M I N A T I N G A G E N C Y will provide guidance 
on the TERRORIST watchlisting nomination process and ensure that analysts involved in 
the nomination process arc trained on a periodic basis. 

1.43.3 Require Quality Assurance Review. Each N O M I N A T I N G A G E N C Y will use a quality 
assurance process to review nominations for accuracy prior to forwarding the 
information to NCTC. 

1.43.4 Heightened Review for U . S . P E R S O N S . The nominations of U . S . PERSONS require 

23 See A p p e n d i x 3 , TSC MOU. 
34 PURELY DOMESTIC TERRORISM INFORMATION is p r o v i d e d d i rcc t ly t o T S C by the F B I and is s u b j e c t to t h e s a m e 
c o n d i t i o n s a p p l i c a b l e t o t he n o m i n a t i o n p r o c e d u r e s f o r t h o s e a s s o c i a t e d with in te rna t iona l TERRORISM. 
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special considerations and procedures.2^ See Paragraph 3.15. 

1.43.5 U.S. PERSON Determinations. NOMINATORS must take r e a s o n a b l e s t e p s to d e t e r m i n e 
w h e t h e r an individual is a U.S. PERSON. 

1.43.6 U.S. PERSON Review and Confirmation. Nominations of U.S. PERSONS to the 
Terrorist Watchlist shall be reviewed by the NOMINATING AGENCY'S legal counsel or a 
designated reviewer to confirm that the REASONABLE SUSPICION standard has been met 
or that the nomination meets an exception to the REASONABLE SUSPICION standard, and 
to ensure that the nomination conforms to Agency specific U.S. PERSON authorities and 
guidelines. 

1.43.7 Reliability and Accuracy Limitations. Nominations will includc any limitations on 
the reliability or accuracy of the information. 

1.43.8 Periodic Reviews. The NOMINATING AGENCY will conduct periodic reviews of their 
nominations of U.S. PERSONS to the Terrorist Watchlist, at minimum on an annual basis, 
when there is no corresponding FBI investigation to ensure that the U.S. PERSON 
continues to meet watchlisting criteria. 

1.43.9 Redress Procedures. As per the establishment of a formal watchlist redress process 
(see Chapter 1, Section XI), entities involved in the watchlisting proccss shall establish 
internal reviews and redress procedures. 

1.44 Each NOMINATING AGENCY will have procedures that facilitate the prevention, identification, 
and correction of any errors in information that is shared as part of the watchlisting process. 
Procedures will include the review of retractions and/or corrections of information that may 
have been used to support a nomination. In cases where a retraction or other information has 
become available, the NOMINATING AGENCY will promptly send a watchlist removal request or 
modification, as appropriate, to NCTC. Each NOMINATING AGENCY must provide notice of 
any errors or outdated information to NCTC immediately unless there is an articulated reason 
why such notification could not be made immediately. NCTC will process and transmit to 
TSC such corrections upon receipt. 

1.45 NCTC Review. In addition to review by NCTC analysts, NCTC will employ a quality 
control proccss to ensure that all standards and appropriate procedures have been employed, 
the data is accurate, and the presentation of the material is clear, concise, and complies with 
established definitions and conventions. NCTC must also have processes and procedures in 
place to ensure the information documented in TIDE and provided to the TSC is accurately 
transcribed. NCTC shall ensure there is a process in place for review and/or auditing of TIDE 
records. 

25 See Executive Order 12333, as amended, and 5 U.S.C. 552a(cX7). 
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1.46 TSC Review. TSC personnel will review the nominations received as described in Paragraph 
1.56. TSC personnel evaluate whether nominations meet watchlisting standards and weigh, as 
appropriate, all-source analysis before accepting or rejecting a nomination. The TSC has a 
critical role to play in quality control, as the I SC review is the last step before any record 
(including a biometric nomination where no name is available) is sent to various screening 
systems. As with NCTC, the TSC should ensure there is a process in placc for review and/or 
auditing of TSC nominations and TSC records. 

IX. NOMINATION PROCEDURES 

1 . 4 7 Distinctions between U.S. PERSONS under Executive Order 12333 and Aliens under the 
Immigration and Nationality Act. This Watchlisting Guidance generally adopts the 
definition of U.S. PERSON from Executive Order 1 2 3 3 3 (as amended) for nomination 
procedures. Executive Order 1 2 3 3 3 defines a U.S. PERSON as "A United States citizen, an alien 
known by the intelligence element concerned to be a permanent resident alien, an 
unincorporated association substantially composed of United States citizens or permanent 
resident aliens, or a corporation incorporated in the United States, except for a corporation 
directed or controlled by a foreign government or governments." The Watchlisting Guidance 
also contains certain exceptions to the minimum substantive derogatory standards for 
TERRORIST watchlisting that support immigration and visa screening activities by the DHS and 
DOS to determine whether ineligibilities exist for admission to the United States or visa 
adjudication pursuant to the Immigration and Nationality Act (INA). Because the INA 
defines "aliens" as any person not a citizen or national of the United States, the INA 
admissibility provisions also apply to Lawful Permanent Residents (LPRs), in certain 
circumstances, who are considered U.S. PERSONS under Executive Order 1 2 3 3 3 . 

Consequently, NCTC developed a mechanism in TIDE to identify and distinguish U.S. 
citizens from non-U.S. citizens in order to further distinguish between "aliens" under the INA 
and U.S. PERSONS under Executive Order 1 2 3 3 3 . 2 6 

1.48 O R I G I N A T O R ' S Nominations Procedures. As mentioned in Paragraph 1.26, when an 
ORIGINATOR becomes a NOMINATOR, it prepares a nomination document and forwards it to 
NCTC through the NOMINATOR tool. 

1.48.1 As a general rule, NCTC will attach all disseminated communications (cablcs or 
forms) to the TERRORIST identities rccord as a "source" document, which will b e 

available on NCTC Current or the Joint Worldwide Intelligence Communications 
System (JWICS) to individuals who have been granted access to TIDE. 

1.48.2 Because NCTC is the conduit for passing international TERRORISM INFORMATION to 
TSC for TERRORISM screening purposes, there is no longer a need to send watchlist 
requests to multiple Government Agencies. By sending a Terrorist Watchlist 
nomination cable to NCTC, all potential U.S. Government TERRORISM screening 

26 See INA § 101(a)(3) [8 U.S .C. 1101(a)(3)], 
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responsibilities should be accounted for. 

1.48.3 The DOJ has approved a Protocol to govern TERRORIST nominations for its non-FBI 
components, which requires components to provide the FBI with all TERRORISM 

INFORMATION. 2 7 The FBI is responsible for submitting watchlisting nominations based 
on information received from other DOJ components pursuant to the FBI's nomination 
procedures. 

1.48.4 DHS has designated the Under Secretary for I&A as the Executive Agent for DHS' 
centralized TERRORIST watchlisting process and he/she shall be responsible for providing 
a DHS wide-mechanism for nominating all identifying or DEROGATORY INFORMATION 

about KNOWN or SUSPECTED TERRORISTS to TIDE. DHS I&A is also responsible for 
providing training/certification programs to the components. 

1.49 In providing information to NCTC for inclusion into TIDE, the ORIGINATOR i s responsible for 
determining whether it may, by law, provide the information to NCTC, in accordancc with 
section 1021(d)(6) of IRTPA. This information shall be provided with any applicable caveats 
or dissemination controls, which will be reflected in TIDE. The biographic and biometric 
identifiers derived from this information will be deemed U//FOUO for passage to TSDB 
unless the ORIGINATOR designates them as "TIDE Restricted," as outlined in Addendum B to 
the TSC MOU. 

1.50 NCTC Actions and Processes. NCTC reviews TERRORIST nominations from Federal 
Departments or Agencies (NOMINATORS) as described in Paragraph 1.28. 

1 .51 In determining whether an individual is a KNOWN or SUSPECTED TERRORIST, NCTC will rely 
on the designation of "KNOWN TERRORIST" provided by the NOMINATOR as presumptively 
valid. This presumption can be overcome if NCTC has specific and credible information 
within its possession that such designation is not appropriate, at which point NCTC will 
provide such information to the NOMINATOR. 

1.52 In reviewing whether to include the TERRORISM INFORMATION about the KNOWN or SUSPECTED 

TERRORIST in TIDE, NCTC reviews the totality of information. The totality of information is 
evaluated based on the experience of the reviewer, and the facts and rational inferences that 
may be drawn from those facts, including past conduct, current actions, and credible 
intelligence conccrning future conduct. As part of this review, NCTC will determine if the 
information pertains to, or is related to, TERRORISM. TIDE includes TERRORISM INFORMATION 

on K N O W N or SUSPECTED TERRORISTS and may include additional TERRORISM INFORMA TION 

beyond what meets the minimum substantive derogatory and identifying criteria required for 
nominations to the TSDB, as described in Paragraph 1.24. Upon conclusion of NCTC's 
review, NCTC will either accept or reject the nomination: 

21 See A p p e n d i x 7 , DOJ Protocol on Terror is t N o m i n a t i o n s . 
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1.52.1 Accept Nomination. If a nomination contains TERRORISM INFORMATION, NCTC 
will create or enhance the associated TIDE record with the data contained in the 
nomination. If the minimum substantive derogatory and identifying criteria are met, 
NCTC will forward the TERRORIST IDENTIFIERS to the TSC for placement in TSDB with 
the NOMINATOR'S watchlist recommendation. 

1.52.2 Reject Nomination. If a nomination does not contain TERRORISM INFORMATION, 
NCTC may reject the nomination. NCTC will review rejected nominations and search 
holdings for additional data that may support a TERRORISM INFORMATION finding. If no 
information is found to support the nomination, NCTC will notify the NOMINATING 
AGENCY of the rejection. 

1.53 Types of records in TIDE. There are two types of records in TIDE: 

1.53.1 TERRORIST Records. The vast majority of records in TIDE are for KNOWN or 
SUSPECTED international TERRORISTS. These records arc labeled "TERRORISTS." Only a 
small percentage of TERRORIST records in TIDE concern U.S. PERSONS. 

1.53.2 Non-TERRORIST Records. A small percentage of records in TIDE are identified and 
labeled "Non-TERRORISTS."2 8 These records are generally of familial family members 
or associates of KNOWN or SUSPECTED TERRORISTS and assist DOS and DHS in, for 
example, adjudicating visas and immigration processing, or assist the IC in tracking 
KNOWN TERRORISTS. These "Non-TERRORISTS" include: 

1.53.2.1 Alien Spouses and Children of TERRORISTS. Based on section 
212(a)(3)(B)(i)(IX) of the INA, alien spouses and children of TERRORISTS may be 
inadmissible to the United States.29 TIDE exports records pertaining to alien 
spouses and children of alien international TERRORISTS (also known as TIDE 
Category Code 17) to support immigration and visa screening activities by DOS 
and DHS; 

1.53.2.2 Other Relatives. TIDE also includes "non- TERRORIST" records of 
individuals who have a close relationship to a KNOWN or SUSPECTED international 

28 TIDE records for non-U.S. citizens, including LPRs, with insufficient DEROGATORY INFORMATION to meet the 
REASONABLE SUSPICION standard (TIDE Category Code 99) and records relating to an individual who has a defined 
relationship with the KNOWN or SUSPECTED TERRORIST, but whose involvement with the KNOWN or SUSPECTED 
TERRORIST'S activities is unknown (TIDE Category Code 50) are exported to the TSDB as TSDB exceptions to the 
REASONABLE SUSPICION standard. Additionally, individuals described by sources as "TERRORISTS", "extremists", 
"jihadists", "militants", "mujahideen" or "insurgents" (TIDE Category Code 03, also referred to as a "labels plus" 
nomination) will be accepted into the TSDB as exceptions for export to DHS and DOS for immigration and border 
processing. See Paragraph 3.14.6. A complete list of TIDE Category Codes can found under the "Watchlisting Criteria 
Guidance" section on the Intelink website at http://www.intelink.gov/tsc/leizal.htm. 
2 > "Any alien w h o . . . . is the spouse or child of an alien who is inadmissible under this subparagraph, if the activity 
causing the alien to be found inadmissible occurred within the last 5 years, is inadmissible." See INA § 
212(a)(3)(B)(i)(IX)|8 U.S.C. 1182(a)(3)(B)(i)(lX)]. 
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TERRORIST but are not alien spouses or children of a TERRORIST. For instance, the 
father or brother of a TERRORIST could have a record in TIDE (also known as TIDE 
Category Code 160). Thus, these "other relatives" could be U.S. PERSONS or non-
U.S. PERSONS. Identifiers for these other relations reside in TIDE but are not 
exported to the TSC for watchlisting, absent independent DEROGATORY 

INFORMATION. Instead, these records may be retained in TIDE for analytic 
purposes; 

1.53.2.3 Passports. Unrecovered lost or stolen passports in the hands of international 
TERRORISTS (also known as TIDE Category Code 89); 

1.53.2.4 Associates. Individuals who have a defined relationship with the KNOWN or 
SUSPECTED TERRORIST, but whose involvement with the KNOWN or SUSPECTED 

TERRORIST'S activities is unknown (also known as TIDE Category Code 50); 

1.53.2.5 Individuals with a Possible Nexus to TERRORISM . Individuals with a 
possible nexus to TERRORISM and/or TERRORIST ACTIVITY but for whom additional 
DEROGATORY INFORMA TION is needed to meet the REASONABLE SUSPICION standard 
(also known as TIDE Category Code 99). 

1.54 Identification of U .S . PERSON Status in TIDE. NCTC analysts will review the totality of 
information available on a subject to discern U.S. PERSON status prior to creating or 
enhancing a record in TIDE, whenever possible. For existing TIDE records, this status is 
available to the analyst in the first field of the TIDE record. In case of external 
nominations or ENHANCEMENTS from the IC, the standard nomination template provides a 
means for NOMINATORS to identify U.S. PERSON status pursuant to Executive Order 12333 
and the Agency's specific guidelines. The U.S. PERSON status field on the standard 
nomination template is a required field and it is the responsibility of each NOMINATING 

AGENCY to ensure the field is properly annotated in accordance with established policy. 

1.55 Types of Records in TIDE and the TSDB. Not all records in TIDE are included in the 
TSDB. For example, records with FRAGMENTARY INFORMATION that do not meet the 
minimum derogatory standard or records that do not meet identifying information criteria 
remain in TIDE and are not included in the TSDB, absent direction for temporary, threat 
based categories pursuant to Paragraph 1.59.30 The nominations process for TIDE records 
that will be considered for entry in the TSDB begins with an automated data transfer process 
that moves an individual TIDE record containing the identity of a KNOWN or SUSPECTED 

TERRORIST or other exportable category or record nominated for watchlisting to the TSDB. 

1.56 TSC Actions and Processes. The TSC's Single Review Queue (SR.Q) enables the TSC's 
Nominations and Data Integrity Unit (NDIU) to review each KNOWN or SUSPECTED TERRORIST 

30 Certain categor ies of non-TERRORJST records (see Paragraph 1.53.2) or nominat ions to the N o Fly and Selectee List 
based on an expedi ted waiver o f " fu l l date o f bir th" requirement (see Paragraph 4 .18) may also be el igible fo r inclusion 
in the T S D B . 
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• • • • ^ 1 record nomination to ensure it meets the watchlisting standard. The SRQ also helps ensure 
that all qualified records are made available to the appropriate SCRF.ENERS for use in 
TERRORISM screening. During the SRO process, every request to add, modify, or delete a 
TSDB record is reviewed by a TSC analyst to ensure the accuracy of watchlisting records and 
the removal of inaccurate records from TSDB. 

1.56.1 Within the TSC's NDIU, experienced analysts and/or designated Agency 
representatives serve as Subject Matter Experts (SMEs) with respect to specific 
databases (e.g., No Fly or Selectee List) that receive TSDB data for TERRORISM 

screening purposes. The NDIU currently has four types of SMEs who specialize in the 
information/systems from their respective organizations: DHS/Transportation Security 
Administration (TSA) for the No Fly, Selectee and Expanded Selectee Lists, FBI for 
National Crime Information Center ( N C I C ) / K N O W N or SUSPECTED TERRORIST File 
(KSTF), DOS for the Consular Consolidated Database (CCD)32 and DHS for TECS (and 
its components) and the Automated Targeting System (ATS). SMEs provide guidance 
regarding their specific information/systems to the TSC and watchlisting standards to 
their Agencies. In some cases, the SME coordinates the data export to the supported 
system, provides feedback to NOMINATORS, and responds to inquiries regarding their 
supported system from other TSC customer Agencies. 

1.56.2 Upon the conclusion of TSC's review, TSC will either accept or reject the 
nomination: 

1.56.2.1 Acccpt Nomination. Consistent with Paragraphs (7) and (8) of Addendum B 
to the TSC MOV, if a nomination contains the minimum substantive derogatory 
criteria and the minimum identifying information, I SC will create a TSDB record, 
include the TERRORIST IDENTIFIERS from the TIDE record, and export the TSDB 
record to its supported systems (i.e., databases and systems eligible to receive 
records from the TSDB) for the benefit of SCREENERS that conduct TERRORISM 

screening. The current supported systems include, but are not limited to, the 
following: 

1.56.2.1.1 NCIC/KSTF; 

1.56.2.1.2 DOS Consular Lookout and Support System (CLASS)-VISA and 
CCD; 

1.56.2.1.3 DIIS Watchlisting Service (WLS) (e.g., TECS, ATS, Secure Flight); 

1.56.2.1.4 TSA Transportation Security Vetting Center; 

1.56.2.1.5 TSA-Otfice of Intelligence Analysis (01 A); 

1.56.2.1.6 Tipoff United States Canada (TUSCAN); 

11 See C h a p t e r 1, Scct ion VIII, supra. 
32 C C D is an appl icat ion used by D O S to admin is te r its visa and passpor t appl ica t ions . 
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1.56.2.1.7 Tipoff Australia Counterterrorism Information Control System 
(TACTICS). 

1.56.2.2 Reject Nomination. If a nomination lacks either the minimum substantive 
derogatory criteria or the minimum identifying information, and is not an 
exception to those requirements (e.g., TIDE Category Codes 50 or 99 as described 
in Paragraph 1.53.2), TSC will reject the nomination and notify NCTC directly of 
its determination or coordinate with NCTC to notify the NOMINATOR of its 
determination. Records nominated to TIDE that are ineligible for TERRORIST 

watchlisting may remain in TIDE until additional information is obtained to 
warrant either watchlisting or removal from TIDE. NCTC analysts will review all-
source information for additional identifying or substantive DEROGATORY 

INFORMATION. If additional information is discovered, NCTC will enhance the 
TIDE record and submit the record to TSC for inclusion in the TSDB. The TIDE 
record will be reviewed again by the TSC to determine whether it is eligible for 
watchlisting in TSDB and export to certain supported screening systems.33 

1.57 The number of TSC's supported systems will continue to grow as TSC, DHS, and DOS 
expand their domestic and international outreach efforts and finalize additional agreements to 
exchange TERRORISM SCREENING INFORMATION . TSC has modified the TSDB so that certain 
customers may query the TSDB remotely instead of receiving exports of TSDB data to their 
own systems. 

1.58 Expedited Nomination Procedures for Individual Nominations. If exigent 
circumstances exist (imminent travel and/or threat) where an individual nomination into the 
TSDB needs to be expedited after normal duty hours, a NOMINATOR, with coordination from 
NCTC, may contact the TSC's TSOC directly. If a NOMINATOR coordinated with NCTC, the 
nomination will be received by the TSC via the SRQ in TSDB and the TSOC Watch 
Commander will coordinate with a NDIU Senior Analyst to process the nomination. A 
NOMINATOR may also contact the TSC directly and provide all relevant information using the 
following process: 

1.58.1 The NOMINA TOR must first contact the TSOC at (toll free number) or 
571 

1 . 5 8 . 2 The N O M I N A T O R will be instructed by a TSOC Specialist on how to telephonically 
complete a Terrorist Screening Center Expedited Nomination Request Form. 

1.58.3 In addition to basic identifying information, the NOMINATOR will be requested to 
provide a 24/7 point of contact should the KNOWN or SUSPECTED TERRORIST be 
encountered by a SCREENER. 

33 See Paragraph 1.24.2 supra. 
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1.58.4 Within 72 hours of contacting the TSOC, the NOMINATOR must provide appropriate 
follow-up documentation that articulates, through either classified or unclassified means, 
the substantive DEROGATORY INFORMATION used to establish the basis for TERRORIST 
watchlisting. 

1.59 Expedited Nomination Procedures for Temporary, Threat-Based Categories. This 
provision is intended to enable categories of individuals to be temporarily upgraded in 
watchlist status based on current and credible intelligence information or a particular threat 
stream that indicates a certain category of individuals may be used to conduct an act of 
domestic or international TERRORISM. This temporary, threat-based expedited upgrade (TBU) 
is made at the direction of the Assistant to the President for Homeland Security and 
Counterterrorism or his/her designee (Appropriate Official) and should be narrowly tailored to 
address the threat. 

1.59.1 The goal of this provision is to fashion a watchlisting response that is appropriate to 
the nature, specificity, and severity of the threat. To achieve this goal, in addition to 
verifying the credibility of the threat intelligence, due consideration should be given to: 

1.59.1.1 The harm to public safety posed by the threat; 

1.59.1.2 The clarity and specificity of the information giving rise to the threat as to 
time, place, method, and identity of the suspected perpetrators; 

1.59.1.3 The anticipated impact on international and domestic travel, civil liberties, 
and foreign relations; and, 

1.59.1.4 The best available screening tools, other than the No Fly or Selectee Lists, 
given the type and specificity of identifiers and travel data. 

1.59.2 When necessitated by exigent circumstances, and where there is current and credible 
intelligence information or a particular threat stream that indicates a certain category of 
individuals may be used to conduct an act of domestic or international TERRORISM, the 
Appropriate Official may direct the TSC and NCTC to place categories of individuals 
from TIDE or TSDB on the No Fly List, Selectee List, or into the TSDB for up to 72 
hours before concurrence is obtained from the Deputies or Principals Committee. To the 
extent practicable, the initial direction to NCTC and TSC from the Appropriate Official 
will be in writing. Absent DEROGATORY INFORMATION supporting individual nomination 
or watchlist upgrade, if written concurrence is not obtained within 72 hours of the initial 
direction to TSC and NCTC, the TSC will automatically remove any individuals added 
to the No Fly List, Selectec List, or TSDB pursuant to the TBU, until such written 
direction is received. 

1.59.3 The addition of categories of individuals to the No Fly List, Selectee List, or TSDB 
pursuant to Paragraph 1.59.2 shall be effected for a period of time, consistent with the 
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nature of the threat involved, not to exceed 30 days but may be renewed for additional 
30-day periods upon written approval of the Deputies or Principals Committee. A TBU 
is valid until the threat no longer exists. To the extent that such threat recedes or is 
otherwise mitigated prior to the expiration of 30 days or during any extension approved 
by the Deputies or Principals Committee, TSC and NCTC and members of the 
watchlisting community shall immediately request of the Deputies or Principals 
Committee to downgrade these TBUs to their original or appropriate status. All threat-
based records transmitted through automated mechanisms (i.e., WLS, CCD) will include 
a "TBU indicator" at the message level to differentiate this category of records from 
non-TBU records and to provide the TBU directive for which the record is upgraded. 

1.59.4 Until such time as the Deputies or Principals provide additional, written guidance, 
DOS will defer visa actions with respect to these expedited upgrades in watchlist status. 

1.59.5 Departments and Agencies will advise the Deputies or Principals of other 
consequences that may result from a change in watchlist status and seek guidance as to 
how to proceed. 

1.59.6 After these categorical moves arc accomplished or renewed, there will be an 
expedited procedure for the review of all U. S. PERSONS that are part of the TBU to ensure 
their watchlisting status is appropriate (including whether continued categorical 
watchlisting may be warranted based on the nature of the threat). 

1.60 Arbitration of Watchlisting Disputes. If a NOMINATOR wishes to dispute TSC's 
watchlisting determination, it may contact NCTC (for international TERRORIST nominations) 
to discuss the watchlisting status and/or submit additional substantive derogatory and 
identifying information to support its initial nomination. Additional information provided to 
NCTC by a NOMINATOR will be passed to the TSC for review and final watchlisting 
determination. In the case of an FBI dispute over the TSC's watchlisting determination of an 
international TERRORIST'S nomination, a case agent must contact the TSC. 

1.61 In the case of domestic TERRORIST nominations, if the FBI wishes to dispute TSC's 
watchlisting determination, it may contact the TSC to discuss the watchlisting status and/or 
submit additional substantive derogatory and identifying information to support its initial 
nomination. 

X. PROCEDURES TO REMOVE AN INDIVIDUAL FROM THE WATCHLIST 

1.62 A NOMINATOR desiring to remove an international TERRORIST identity record previously 
nominated to TIDE should contact NCTC and provide written justification for the request. 
NCTC will promptly process the request when received. NCTC will be the final arbiter of 
whether the identity is removed from TIDE and TSC will be the final arbiter of whether 
TERRORIST IDENTIFIERS are removed from TSDB. 
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1.63 If the NOMINATOR requesting removal of an international TERRORIST identity record from 
TIDE is the only NOMINATOR to have provided information on that record, the removal request 
will be immediately processed by NCTC. The removal information is then sent to the TSC, 
which, in turn, makes a determination regarding removal of the TERRORIST identity from the 
TSDB. 

1.64 If multiple NOMINATORS have provided information on an international TERRORIST identity 
record, NCTC will coordinate with all relevant parties in an attempt to reach a consensus on 
the TERRORIST identity's most appropriate watchlisting status. 

1.64.1 If the multiple NOMINATORS arrive at a consensus that the watchlisted identity is not 
reasonably suspected of engaging in TERRORISM and/or TERRORIST ACTIVITIES, or an 
applicable exception, the identity is removed from the TSDB and TIDE. In certain 
circumstances, NCTC may retain records in TIDE to prevent inappropriate re-
watchlisting. 

1.64.2 If the multiple NOMINATORS cannot arrive at a consensus regarding the watchlisting 
status of an identity, rI SC may decide to remove the identity from the TSDB, but NCTC 
may retain the identity in TIDE. 

1.64.3 For cases in which the FBI has conducted an investigation on an individual 
(independently nominated by another NOMINATOR) and has concluded that the 
watchlisted individual is not a KNOWN or SUSPECTED TERRORIST, the individual may be 
removed from the TSDB.34 In such cases, the TERRORIST IDEN TIFIERS from the FBI's 
investigation may be used to supplement the TIDE record. 

1.65 The FBI will review domestic TERRORIST identity removal requests according to applicable 
FBI procedures. 

1.66 I SC has an established, on-going process to review every record in the TSDB in accordance 
with Paragraph (8)(b) of the TSC MOU and its mission under IISPD-6 to maintain the most 
thorough, accurate, and current information in the TSDB. If TSC determines that the 
watchlisting standards arc not met for an individual record, TSC will remove the record from 
the TSDB, in coordination with the NOMINATING AGENCY. 

XI. REDRESS PROCEDURES 

1.67 In January 2005, the TSC established a formal watchlist redress process that allows Agencies 

34 After an FBI determination that the individual is not a KNOWN or SUSPECTED TERRORIST, NCTC may determine-
based on a NOMINATOR'S independent nomination- that the individual should remain in TIDE as records that have been 
fully vetted and should not be screened against (TIDE Category Code 140), the individual be watchlisted based upon the 
NOMINATOR'S independent determination that the individual is a KNOWN or SUSPECTED TERRORIST or that the individual 
warrants watchlisting based upon an exception to the REASONABLE SUSPICION standard. 
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